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Aadhaar authentication for private entities:

Navigating the 2025 amendment
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Introduction

On 31 January 2025, the Ministry of Electronics and Information Technology has notified the Aadhaar
Authentication for Good Governance (Social Welfare, Innovation, Knowledge) Amendment Rules, 2025
(2025 Amendment). In furtherance of the provisions of the Aadhaar (Targeted Delivery of Financial and
Other Subsidies, Benefits and Services) Act, 2016 (Aadhaar Act), the 2025 Amendment to the Aadhaar
Authentication for Good Governance (Social Welfare, Innovation, Knowledge) Rules, 2020 (Rules), provides
for a process for private entities to be able to perform Aadhaar authentication for the purposes specified
under the Rules.

Aadhaar authentication purposes and process

Under the Rules read with the 2025 Amendment, the Central Government may enable entities to
authenticate Aadhaar numbers through Central Identities Data Repository (a centralised database used for
Aadhaar authentication under the Aadhaar Act) on a voluntary basis, for the following purposes:

(i) usage of digital platforms to ensure good governance;

(iiy promoting ease of living of residents and enabling better access to services for them;
(iii)y prevention of dissipation of social welfare benefits; and

(iv) enablement of innovation and the spread of knowledge.

Private entities seeking to conduct Aadhaar authentication will be required to submit a proposal to the
relevant Ministry or Department of Government, demonstrating how the intended purpose of authentication
aligns with the objectives above and in the interest of State. Upon receiving the proposal, the respective
Ministry or Department will evaluate its merit and if deemed justified, forward the proposal along with their
recommendations, to the Central Government for further consideration. The Central Government may then
make a reference to the Unique Identification Authority of India (UIDALI), the authority established under the
Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and Services) Act, 2016 (Aadhaar
Act), for its assessment.

If the UIDAI determines that the proposal complies with the prescribed purposes and legal provisions of the
Aadhaar Act, it will inform the Central Government of its approval. Based on this confirmation, the Central
Government may authorise the relevant Ministry or Department to notify and permit the requesting entity
to perform Aadhaar authentication.

Conclusion

The 2025 Amendment marks an important development in India’'s digital and regulatory ecosystem. By
providing a formal process of examining and approving purposes of Aadhaar authentication by private
entities, the 2025 Amendment furthers the aims of the Aadhaar Act to revolutionise service delivery,
enhance government-private sector collaboration, and improve accessibility to essential services. By
aligning business-friendly reforms with strict compliance safeguards, Aadhaar authentication can emerge as
a powerful tool for economic growth, digital empowerment, and public service enhancement. Given that
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Aadhaar-based authentication infrastructure is already in place for critical sectors, its integration into private
sector operations at a wider scale — particularly for KYC (Know Your Customer) purposes — could drastically
reduce costs compared to existing identity verification methods.

However, the criteria for approving Aadhaar authentication use-cases remain ambiguous. The Government
is yet to clarify how it will assess whether a proposed use case aligns with the purposes prescribed under
the Rules, as the criteria appears to be rather subjective. The Supreme Court had, in its 2019 judgment on
the Aadhaar Act, raised concerns about private entities accessing Aadhaar data, citing potential misuse and
security risks. It remains to be seen how the 2025 Amendment will align with the compliance requirements
set by the Supreme Court's ruling as well as the evolving data protection landscape in India, particularly
against risk of unauthorized use.
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